OpenSCADA v. 0.8.0

(http://oscada.org)

June 8§, 2012


http://oscada.org.ua/

Contents table

(0o [0 To3 1[0 ) o F PR 12
d Ko [<Yo1 B =T (o (<1 (=TT 12
Policy Of dEVEIOPDMENE. LICENSE. ... .ce e e e 12
SCOPES. ...ttt e e e e e e e e e e e e e e e e e e aaaaaas 12
YN o] A 11 (=T o1 (0 [ = YT 13

Functional characteristics and demands of OpenSCADA SYSteM........ccccoeiiiiiiiiiiiiiiieciceccece e 14

1. The employment area of system OPENSCADA ... ... 14
1. S CAD A SYS BIM S SO VI . ettt e e e et e e 15
1.2. Station of the operator of technological process, the board of the dispatcher, the panel

(o) il naTe]aTh o) a1 aTo =) (o uuTT TR 16
1.3. The environment of execution of controllers (PLC):........ooveeieeeeeeeee e 17

2. Requirements for OPENSCADA . ..... oo e e e et e e e e e e et s e e e e eaaeens 19
A I = (=Yl U 1 {[0) a PR 19
A = U o 110 Yo PP UPURUORRRRR 21

OpenSCADA Program AESCIIDIION . ... ee ettt e e e e e e e eaeens 23

1. FUNCHONS Of the SYSIEM . ... oottt e e e e e e enaeenn 24
o I Y o Yo [0 =T 1 A Y2 TR 24
RSN | oY1 (< 0 1T 25
1.3. PLC and other sources of dynamic data. A subsystem "Data acquisition".................... 25
1.4. Databases. A subsystem of "Database”..........cooevoeoeo e 26
1.5. Archives. A SUDSYSIEM AICNIVES" . ... ..o 26
1.6. Communications. Subsystems "Transports" and "Transport protocols"........................ 28
1.7. Interfaces of the user. A subsystem "Interfaces of the user".............cooveveeieeiiieiiieieennnn. 29
1.8. Security of system. A sUDSYStEM "SECUIItY".........ooeueiieee e 29
1.9. Management of libraries of modules and modules. A subsystem "Management of

01070 U1 1= 29
1.10. Unforeseen opportunities. A subsystem "Special”........ccoov oo, 29
1.11. The user functions. Objective model and the environment of programming of system.

................................................................................................................................................ 30

2. SCADA systems and their StTUCIUIE. ........coeeieeeeeeee e e e e e an 31

3. Ways of configuration and using of OpenSCADA SYSIEM. ... coouveeniieee e, 33
3.1, SIiMPIE SEIVEE CONNMEBCIION. . ...t ettt e e 33
3.2. The duplicated SEIVEr CONMNECIION. .. ... eee et 34
3.3. The duplicated server coONNECION ON ONE SEIVEL . .....oeueee e 34
3.4. Client access by means of the Web-interface. A place of the manager........................ 35
3.5. The automated workplace (place of the manager/operator)..........ccccoeveveeeiiviiieeiineinnnnn. 35
3.6. Automated workplace with a server of acquisition and archiving on the single machine

(a place of the 0pPerator, MOAEL... ). ...t 36
3.7. The elementary mixed connection (model, demonstration, configurator...)................... 37
3.8. The steady, allocated CONfIQUIALION. ........cooveeeeee et 38

4. Configuration and adjustment of the SYStEM...........veeeeeiiieee e 40
O I B ] = =10 | o 11T E] (=) TR 45
4 2. SUDSYSIEIMN SO U ... oot e e 51
LR RS T0 ] o 1=1YA] (=) 0 Bl I = 1011 Lo 1 £ XS RR 54
4.4. Subsystem "Transport ProtOCOIS".......con et 58
4.5. Subsystem "Data @aCQUISITION".........cooueeeeeee et e e 59
4.6. SUDSYSIEIM "ATCNIVES" ... ..o et e et e e et e e e e e e e e e e e 70
4.7. SUDSYStEM "USEI INTEITACES".......coeeeeeee e e e e e e e e e enees 81
4.8, SUDSYSIEM "SPECIAIS" . ... .o 82
4.9. Subsystem "ModuIES SCREAUIET" ... ... oo e 83
4.10. Configuration file of the OpenSCADA and parameters of command-line OpenSCADA

[y =1o U] 1] o PR 84
5. System-wide AP Of USEr ProQramMiNG. ........coeeueeeeeeeeeeee e e et e e e e e e e e e e e e e ee e e eenns 95




oI Y (=Y (o [N U Y= o) o (=Y o3 =TT PRPRR 95

D2, SV S I (S S )it 97
5.3. Any object (TCntrNode) of OpenSCADA objects tre€ (SYS.*) ..o 98
5.4. "Security" SUDSYStEM (SYS.SECUIY) ... .ceeeeeee et 98
5.5. "DB" SUDSYStEM (SY S.BD) . eeieiiiietee ettt e e e e e e e e e e e e e e e e e e e e e e aaeens 98
5.6. Subsystem "DAQ" (SYS.DAQ ) .. .ccuuuieeeieeeee ettt e e 99
5.7. "Archives" subsystem (SYS.AIMCRIVE)..... oot 100
5.8. "Transports" subsystem (SYS. TranSPOrt).......coouuniiieeiiiieiiee e 101
5.9. "User interfaces"” subSYStEM (SYS. U . ... 101
5.10. "Special" subSYStEM (SYS.SPECIAD). ... e eeeeee e 102
Data acquisition in OpenSCADA..........coo i, 103
1. Data acquisition MENOAS. .......ccoii i e e e e e e e eees 104
1.1. Simple synchronous acquisition MECNANISM.......ccueeee e 104
1.2. Simple asynchronous acquisition MeChaNISM.........ccuvieeieeee e 105
1.3. Package acquiSition MECNANISIM. .. ..u.eine et 106
1.4. Passive acquiSition MECHANISIM. ......c..oiuieeee e 107
YA [ (7] Mo P21 7= T <10 10| (0= TP 108
3. Logic level of data ProCeSSING......ccccoieeeieeieccececce e 110
4. Redundancy Of the dat@ SOUICES........ooen oot 114
QUICK STArt OPENSCADA . ...ttt et e e e e 117
1. Terms, definitions and abbreViationS. .......c.ovee v 117
D2 10153 = = o o TP 118
2.1. Installing OpenSCADA from PACKAQES.........ccvvviiiiiiiiiiiieiieeeeeeeeeeeeeeeee e e eeeeeeeeeeeee 118
2.2. INStallation frOM SOUICES........ceeeeeeeeee et e e e et e e e e e e e e n e e eanns 120
3. Initial configuration aNd ST ...........ooon i 121
3.1.Creation the user's project from SCratCh.......c.oveeeiee e 125
4. Working With Data SOUICES. . ... i et e e eaenn 128
4.1. Data acquisition from the TP AEVICE.......couo et 128
4.2. TP At DrOCESSING ....ecenieenieeee e et e e e e et e e e e e e et et e e e e e e e e e e e e e e eneenns 138
4.3. Typified Data SoUrces ParametersS.........cooouu e 145
4.4. Enabling the TP data arChiViNG .......cccuoieeeee et an e 149
5. The formation of visual PreSENtatioN .. .......c.ovee e e 152
5.1. Adding the template page in the project and linkage of the dynamics...........c.coveuv.... 153
5.2. The creation of the new frame, the mnemonic SCheME.........cooovneeeeeieeeeeeeeeeieae 158
5.3. Creation of the new compleX EIEMENT...........oeeereiiee e e 166
ST =Y o] oY= 188
6.1. Transfer of OpenSCADA configurations from one project to another............c..c.......... 188
6.2. Cyclic programming into OpenSCADA particularity...........ccccoeeuviiieiiiiieiieieeeeeeeeeas 189
B.3. LiVE dISK (LIVE CD/USBY). ... ettt e e e e 190
6.4. General provisions of the working conception with violations, alarms and notifications
.............................................................................................................................................. 195
(@7 aTo [V F=] o) o TP 196
Library of models of teChNOIOQICAl AEVICES.......eeeeeeee e e 197
O] aTe=T o) (o] o F OSSPSR PPRPRRPPIN 197
b N TN [ o =T VA3 U ] (U TR 199
= Lo I =T e ) It IR 199
Noise (2 harmonic + rand) (NOISE) <B.5> ... ... e e e e e e 199
Ball crane (DallCrane) SA.4>..... oot e e e e e e e e e et e e e e e e e e e eenaees 200
Y=Y 0L T r= 10 M (1<) 0= 1= 1(0) ) Bt L TR 200
A NN =T o) It S TR RSPRPRN 201
Lag (Clear) (1a0C18aN) 2.0 .. ... oot 202
Boiler: barrel (D0IlerBarrel) K30.5>........ oot 202
Boiler: burner (boilerBUurnNer) K50.53 ... oo et e e e e e e e e e eaee 203
Network (10ading) (NE1) T3> ... oot e et e e e e e e e e e e e e e e e eenns 204
Source (Pressure) (SIC_PrESS) K23 . it e e e e e e e e e e e e e s e eeeaaeesesassnssessennnes 205




PN et Yo =Y Co3oYo) [= o) Kl 1o T S USSR 205

Gas COMPIESSOr (COMPIESSON) A2 . it e e eaens 206
Source (flow) (SIC_FIOW) 2.2 ...ttt e e e e e e e e e e e e e e e e e e nnneaeeeesnnnnnnes 207
PipE-DASE (DIPEBASE) ST 5> .ottt 207
Pipe 1->1 (DIPET_1) S3B.5> .. ittt e e e e e e e e e e e e e e e e e eeeaeaanaes 208
Pip€ 2->1 (DIPE2_1) S2B> ...ttt ettt e e et e e e e e e e e e e e e aaaaaaaaaeaaeeeaeees 208
Pip€ 3->1 (DIPE3 1) S3B>..oiiiiiii ittt e et e e e e e e e e e e e e e e e e e eaaaaaaaaaaaeeaaeeaeaes 209
Pipe 1->2 (DIPET_2) K25.5> . oottt e e e e e e e e e e e e e e e e e e e e e e reaaaaaaaa 210
Pipe 1->3 (DIPE1_3) <3B.5> ... ittt e e e e aaaaaaean 210
Pipe 1->4 (DIPE1_4) SAT .53 ...ttt e et e e e et e e e e e e e s et reaeeaaaaeaaas 211
Valve proc. mechanism (KIaPMECR) <B> ... ... e 212
Diaphragm (diafragma) SA4>......cooeeiie et e e e e e e e e e e e e e e eaeeens 213
Heat exchanger (heatEXC) S28.4> . ... et 213
Main elements library of the USer iNtEIACE. ... ... vee e 215
1. ANAIOG SNOW (BNSIOW). ..ottt e e e e e e e e e enaeen 216
OET [0l IRl B I2)YL=) (o] o]0 1<) o) TR PSR 216
USING = RUNTIMIB. . ..o ettt e e e e e e e e et e e e e e e e e e e e e e e e eenas 216
LiNKING @ttrDULES ... ..o e e e e e e e et e e e e e e e e e aa e e eennns 216
2. ANAIOG SNOW T (ANSOWT ) . oottt e e e 217
USING = DEVEIODIMIENLE . ... .eeeeee ettt e e 217
LINKING GEIDULES ... e e 217
I = (=Y 0 01=Y 01 A or=Yo [l A = [OF=To | FEE T UU TR TR RRRPRRTRI 218
USING - DEVEIOPMIENL ... ..ottt e e e e e e et et e e e e et e e e eaa e e e eananeaeees 218
USING = RUNTIMIB. ..ottt ettt ettt e et et e e e et e e e e e e e et s eaeea e e sen s e renreneennas 219

IR Ta o aTo IR= L] o1V (<Y TP 220
4. Contours group (AMPCAAI). .. .coeeeee ettt e e e e e e e e e e 222
§ET [0l IRl B I2AVL=) (] o]0 1<) 01 U PR 222
USING = RUNTIMIE. . ..o ettt et e e 222
[T T =] o T L =R 223
5. Views page's element (EIVIEWCAAI)........c..o oot e e e e e e e e anas 224
8 LI T Lo IRl B L=/ o] o]0 1<) a1 AT 224
USING = RUNIIMIE . ..o e et et et e e 224
LINKING GEIDULES . ... e e 224
6. Overview frames PANEl (VIEWCAA). ... ..ceeeeee ettt e e e e e e e aes 225
USING - DEVEIOPMIENL ... ..ot e e e e e e e e e et e e e e et e e e eaa e e e eana e aeees 225
USING = RUNTIMIB. ... ceeeie ittt ettt e et et e et e e e e e e e e e e et e e e ea e e sen s e renreneennas 226
[T aTo IR= L] oYU (<Y PP 226
7. Graphics group element (EIVIEWGTAPN)......cou oot 227
GET [0l IRl B I2AVL=) (] o]0 1<) 1) PO 227
USING = RUNTIMIE. . .o e et 227
LiNKING @ttDULES.......cooeeeeeiee e e e e e e e e e e et e e e e e e e e e aa e e e enans 227
8. Graphics group (grpGraph)........cccooii i 229
USING = DEVEIODIMENE . ... ceeeee ittt ettt et e e ettt e e e e e e e e e e e e e e e rneeannas 229
USING = RUNIIMIE . ..o et e e e 230
LINKING GEIDULES ... oo et 230
9. Result graphic's element (RESURGIAPNEN.......coeuueeeeeeeee et 231
USING - DEVEIOPMIENL ... ..ot e e e e e e e e e et e e e e et e e e eaa e e e eana e aeees 231
[T T 7= ] 0T L =R 231
10. Result graphics (RESUIGIADN). .. ... et 232
USING = DEVEIODMIENLE . ... ettt e e 232
USING = RUNTIMIE . ..o e et 233
LINKING GEIDULES . ... e 233
11. Requlator's control panel (CNrREQUI)...........oeeeeeeeeee e 234
USING = DEVEIODMIENE . ... ceeiieiie ettt et e et e et e et e e s e et e e e e e e e e e e e eneenss 234
USING = RUNTIMIE . .. oenee ettt ettt ettt e et e et e e e et e e e e e e e e e e e rnaeneenns 234




LINKING @EDULES . ... oot e e e e e et e ettt e et e e e e raaanns 235

12. RoOt PAGE (SO) (ROOIPGSO) .. e et e e 237
§ET [0l IRl B I2AYL=) (] o]0 1 1=) 01 TSR 238
USING = RUNTIMIE. . .o e et 239

ST = ToToT oo o A (0] 0111 mt= 11 0 ) FEUT TP 240
USING = DEVEIODMIENE . ... ettt e e et e e e et e et e e e e e et e e e e e e e e e e e eneenss 240
USING = RUNTIMIE . .. ettt ettt ettt et e et e e et e e e et e et e e e e e e e e e rnaaneenns 240
LINKING GttDULES . ... e e 240

14. Document panel (AOC_PANEI)......ccuiieeeiiiiiieiieeee e e e e et e e e e e e e e e e e e e e e e e ssnneseeeeesesnnnnns 241
USING = DEVEIODMIENL . .....ceeeeeeeee e e 241
USING = RUNTIMIB. . ..ottt et e e e e e et e et e e e e e e e e e e e e e e eeenes 241
[T T 7= ] 0T | =P 242

15. Graphics group panel (Qrph_Pan€l)........ccccuiiiiiiiee e e 243
USING = DEVEIODMIENL . ... ceeeeeeeee et e e 243
USING = RUNTIMIE . ..t ettt 243
LINKING GEIDULES . ....coeeeeeeeeee e e e 244

16. Terminator panel (REIMINATOL). ........coun e e e e e e e e e e e enees 245
O ET [ o Il D L= 2VL=) (] o] AT=) 01 (PO 245
USING = RUNTIMIE . .. oeeee ettt ettt et et e et e e e et e et e e e e et e e e rnaanaenns 245

17. Prescription: €diting (DrESCIEIL). ......veeiee e e aaaeen 246
§ET [0l IRl B I2AYL=) (] o]0 1<) 01 TP 247
USING = RUNTIMIE. . .o e et 248
[T T =] o T L =P 248

18. Prescription: runtime (DrESCIRUN). ........iiee et e et e e e e e e e e e e e e e eennees 249
|8 LT T To I o [21VZ=Y 0] o] 0 1<) o) U TR 250
USING = RUNIIMIE . ..o ettt e e 250
[T o]l aTo e =1 =1 0 1<1 1<) GO 251

(IS AN o1=Y o] 110) a W F=ToTe1=) o)1 ) FUURUETE RO TRTRPTR 252
USING = ABVEIODMIENL. ... et e e e ettt e e e et e et e e e e e e e e e e e eenees 252
L0 ET 1o T U 10 1T 252
[ Ta ot aTo W oY= 1 =T aa L= (=) £ PP 252

20. Graph's param select (GQraphSEIPIIM).....cuv e e 253
O ET [l Il o [207=) (] 010 1<) 01 U UT TR 254
USING = RUNTIMIE. . .o et e e 254

Mnemonic elements library of the USer iNterface............oooee oo 255

1. Elements of the pipeline without @ gradient fill.............coooeeiiiieoe i 255

2. Elements of the pipeline with @ vOIUME fillING........ccovuiiieiieeeeeee e 256

3. Elements, representing various technologiCal AEVICES...........uveeveeiiieiiiiieeeeee e 257

4. The remaining elements, which can hardly be referred to a particular group..................... 258

Library of the electrical elements of the user's interface mnemonic schemes..............cccuuuveennneee. 259

(D LY aF= T a1 ToR 1 (=) 0 AT TP 259

RS ] b= ([0 =) (=) 0 1<) 01 TR 261

Module of sSUbSYStemM “ArChiVeS SE S AICRS ... .. e e e 262
Y (YYo= To [ AN Ko 1LY L<) PR 262
1.1. File format of arChiVe MESSAUES. ... .c..eieeee et 264

1.2. Example of the archive of MesSSages fil€........couoveeeee e 265

Y= | (012 AN (o] AT AYL=) TP 266
2.1. File format of @arChiVe VAIUES............oooeeeeeeeeeeeeeeeeee e e e e ea 268

3. EffICIEINCY . ... e e e e e e nnnnan s 270

Module of subsystem “Archives” KDBAICHS ... ... 271

gAY YT Y= Yo [ AN e 11V PR 271

Y= | (812 AN (el A1 AYL=) TR 272

3. Informational table of the archival tables............coooeeiiieeeeee e 273

Module of the subsystem “DB” KDBE>........ccoou oot e et e e e e e e e e e e e enees 274

1. Operations OVer the databasSe. ......cc.veeiie e et 274




2. OPpErations OVEE the taDIE. . .. ... e et r e 274

3. Operations over the contents Of the tabIE.......c.ooee i 274

O d e Yo [0 1o} 1Y/1 AV o) il B ] = PR 275
Module of the subsystem “DB” SIMYS QL > .......cooeieee et e e e e aenas 276
1. Operations over the database...............cooooeiiiiii e, 276

2. 0perations OVEI the tADIE.........cooee e et e e e e e e e e anas 276

3. Operations over the contents Of the tabI.......c.oove i 276

L B ] = 1= (e o=t 1 PR 277

Lo T md 1010 [V« 11V 1 AV o ) ] = TR 278
Module of the subsystem “DB” <KSQILItE>.......cccouiiieeee e e e aens 279
1. Operations over the database...............coooooiiiii e, 279

2. 0perations OVEI the tADIE.........ooeeiieeee et e e e e e e e e e e e anas 279

3. Operations over the contents Of the tabIe.......c.oove e 279

R X o YTl Lo | 1 €= 280

oI md 1010 [V« 11V 1 AV o) ] = TR 280
Module of the subsystem “DB” <Fir€Bird>..........cooeeoeoeeeeeeeeee et 281
1. Operations over the database...............cooooeiiiii e, 281

2. 0perations OVEI the tADIE.........ccoeeiieeeeeeeeeeeee et e e e e e e e e e e anas 281

3. Operations over the contents Of the tabI.......c.ooeeiee e 281

L B ] = = (e o= Y1 PR 282

Lo T md 1010 [V« 11V 1 AV o ) ] = TR 282
Module of the subsystem “DB” <POStAreSQL>..........ooomiieeeeeee et enn 283
1. Operations over the database...............cooooeiiiiii e, 283

2. 0perations OVEI the tADIE.........ooveiieeee et e e e e e e e e e e anas 283

3. Operations over the contents Of the tabIe.......c.ovve e 284

R X o YTl Lo | 1 €T PR 284

oI ud 1010 [V« 11V 1 AV o) ] = TR 285
The module of subsystem “Data acquisition” <DiamondBoardsS>...........ccooueveeeoeeeeeeeeeeeeeeeeeennns 286
1. Data controller of DIiamoNnd DOAIAS........c.u.ieeeniiee ettt e e e e e e e 286

2. Parameters of the DIiamond CONIOIET............eieeieeeee e e e anes 289
TSR 290
The module of subsystem “Data acquisition” KSYStEM>........coovuiiiiiiiiiii e 291
I N e =N oo )l o) =Y o) o = | = SRR 292

o = | =1 1A1=) =) £ TP TR 293
The module of subsystem “Data acquisition” <BIOCKCaIC>..............ccoovvviiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeee 295
1. The controller Of the MOAUIE. ..........u e 297
2.The block scheme Of the CONIIOIIET . ........cou et 298

3. Parameters Of the CONIIOIIET. .. .. oo ettt 301

4. CopVing Of the BIOCK SCREIMIES. ... oo 302
The module of subsystem “Data acquisition” <JavaLikeCalC>..........o.oovemmoeeeeeeeeeeeeeeeeeeeeeeeeeenn 303
1. JaVva-liKe laNQUAGE. ........oiiiiieeeeeeee et e e e e e e e e e e e 306
1.1, Elements Of [ANQUAGE. .........cooeeeeeeeeeee e e e e e e e e e e e e e e e e eaeens 306

1.2. Operations Of [ANGUAGE. ... .cen ettt 306

1.3. Embedded functions of [aNQUAGE. .......couneie et 307

1.4. Operators Of the lANQUAGE . .....c..veee e et eeaees 308

1.5, ODJECL. ... e, 309

1.6. Examples of programs on the [anguage............cccooooiiiiiiiiiiiiiiee e 311

2. Controller and itS CONFIQUIATION.........couuiiee e e e e et e e e e e e e enees 312

3. The parameter of the controller and its configuration.........c..oouveeeeeee oo, 313

4. Libraries of functions Of MOAUIE.........c.iieeeee et 314

5. User functions of the MOAUIE. ........oieiieeeeee e e 314

6. USEr ProgramMUUNGg AP L. ... .ot e e e e 314
The module of subsystem “Data acquisition” <LOGICLEV>............coovviiiiiiiiiiiiiiiieeeeeeee e, 315
D F= =] a1 () | 1= TP 316

o = =1 101=) <) £ TR TR TR 316




Parameter refleCtion (DRET). ... .ooeeeee et 320

The module of subsystem “Data acquisition” KSNMP > ... ..o 321

IS AN 1Y | TP 322

I R = TP 322

o V2 o [0 [ =TT Lo PR 322

IR [0 (=Y r=Toi 110 o DU 323

I U1 o] 2= (o) o TSR 323

D2 |V, o Yo [V | [P 324

P2 R O] 011 0)|[=Y o) il =1 v= VAT 324

2.2, PArAmEBLEIS. ... oo 325

TThe module of subsystem “Data acquisition” <SIEMENS>..........cceieeiiiieeieeee e 327

1. Communication CONLIOIEIS CIF ... ...onoieieee e e 328

2. The controller Of the data SOUICE. ... ....oeeee et 330

3. The parameters of the data SOUICE. ......c.vie et 332

4. AsynchronoUs reCOrdiNG MOAE. . ......ceueeeeee ettt e e e e e e eaens 336

oI O10) 1 110.01=1 01 =T UTTT TP 336

T2 TR 336
The modules <ModBus> of subsystem “Data acquisition” and subsystem “Transport protocols”

....................................................................................................................................................... 337

1. General description of the ModBUS ProtOCOL. .....c...vee e 338

g I N [ [ (=Y =T=T 1 T TP 338

1.2. Standard codes Of FUNCIONS. .......couuieeeeeeee e e e e en 338

2. Module of the implementation of the ProtOCOL.............veeeieeeee e 339

2.1. APl functions of oUtQOING rEAUESTS........eeneee et 339

2.2. Servicing of the requests for ModBUS ProtoCOl...........covvveiiiieiiiie e 340

2.3 Report of the MOABUS FTEQUESTES.... ...ttt eannn 348

3. Data acquUISItioN MOAUIE...........eeeeeeeeee et e e e e e e e e e e e e e e enaee 349

T I O Y01 (o) | [T o) o =\ 7= FUUTT TP 349

B I = 1= 10011 (=) TP 351

3.3. USer programmMinNg AP L. ... oo e e 355

The module of subsystem “Data acquisition”<DCONS ... ... 356

1. General description of the protoCOl DCON. ... ... 356

D2 |V, o Yo [V | [P 357

2 I D= v= W elo) a1 1 o) |[=] SO 357

R = 1= 1 1<) (= TR 358

3. Compatibility table of input/output modules of different manufacturers.............cccccevvvvnnn.e. 360

The module of subsystem “Data acquisition” <ICP_DAS>..........oooviiiiiiiiiiiiieeieeeeeeeeiieee e e 362

(D F | =W ee] a1 (o] | 1) TP 363

o = | =1 A1=) (=) £ TR 364

D2 Yo Yo U1 L= 1O AT 365

A Y, o Yo LU L= 10 366

RN AV, oo V] [0 IS Al TR 366

Vi [o Yo [V [N B S A0 TR 366

N\, oo (V] [0 B S A S Y AT 366

3. LP-8x81 series controllers CoONfiQUIatioN.........couu.veeeeeeeeeee et 366

TR 366

The module of subsystem “Data acquisition” <DAQGALE>..........cooeveiiieeieeeeeeeeeeeeee e 367

I O0] 01 (o) [=Ya o1l e =1 7= PP 369

o = =1 001=) =) £ TP TP 370

The module of subsystem “Data acquisition”<SoundCard=...........coooieo e 371

1. CoNtroller Of the AaAta.......ccconeeeeeee ettt e e e e e e e e 372

o = =1 1 A1=) =) £ TP TP 373

The <OPC_UA> module of “Data acquisition” and “Transport protocols” subsystems................ 375

1. OPC UA PIOOCON. . ettt ettt e e e e e e e e 376




2. The module of the protocol impPIeMENAtION. ......c.oveeee e 377

2.1. Service the requests on the OPC UA ProtOCOI........cuuuivieeiiiiieieee e 377

3. Data acquUISItioN MOAUIE........... oottt e e e e e e e e enaees 379

I I B =1 7= W eTo ] a1 (o) | 1<) TSR 379

I = 1= 1111 =) £ TPT TP U TR 381

L N[0 (== 382
The <BEN> module of “Data acquisition” SUDSYStEM ...........ovevueiiieiiieiie e 383
(D F= vz Mo ] a1 (n o] | 1) RPN 385

B = | =1 A1=) (=) £ TR 386
Module <Sockets> of SUDSYSEM “TranSPOIS” ... ... oeeeeeeeee e eenns 387
(I TaTelo) a T TaTo =TT o Yo ) (=TT 388

2. 0utgoing tranSPOIS. .......ccoo e 390
Module <SSL> of SUDSYStEM “TranSDOMS” . ... e ee e 392
I TaTeTo) a1 Ta o I =T a =T o Yo ) u (=TT 393

2R O 181 (o o)1 lo =T 01T o Yo ) u (=T uuT TR 395

3. CertifiCates ANA KBYS . ... .o eeeeeeeeee et ettt e e e e e e e e 396
Module <Serial> of SUDSYStEM “TranSPOIS”.......c.uoieeeeeeee e e e e e e 397
I TaTedo ) a T a Lo B (=T T=T o X0 ] (=TT 398

AR O8] (o o)1 o I w=101<] 0 Y0 ] u (=T NNTUTT ORI 400

T =10 0= 11 TP 402
Module <HTTP> of SUDSYSIEM “ProtOCOIS ... oo oot 403
T L1 a[=Y a1 To7= 14 (o) o F TR 404

2. The modules of USEr WEB-INEITACE........co.uoeeeeeeeeeee e 405

3. Outgoing requests TUNCLION'S AP .. ... oot e e e e e e e e e e e e e enees 406
Module <SelfSystem> of subsystem “ProtOCoIS”. ... ..o 408
1. The sYNtaX Of the PrOtOCOL . ... oo et 408
2.The internal structure of an oUtgoING PrOtOCOL. .. ... cen e 409
Module <UserProtocol> of sSubsystem “ProtOCoIS”.......c..o oo 410
1. Part of the protocol for INCOMING FEQUESTES..........eeeeeeeeeeeee e e e e 411

2. Part of the protocol for OUtgQOING FEQUESTS.........u.iieeieee et e e e 413
The module <FLibComplex1> of the subsystem “SpecialS”.........cuoveeoreee e 415
AN =T = 1= T 0 It I TP 415

2. Condition '<' (CONA_IE) 239> ...ttt e e ea e e e s s e e e e e e e e eera e anns 415

3. Condition ">" (CONA_gt) S240>........coeieiiiiiiee ettt e e e e e e st e e e e e e e e s s e e e aaaaaeaeaaaaans 415

4. Full condition (cond_full) KB13>.....ceiiiiiiiiiieieie e e e e e 416

5. Digital block (digitBIOCK) <2523 ... 416

B. DIVISION (V) K26 ... .. e et 416

7 EXDONENE (X)) AT B> ... oo et e e e e e e e et e e e e e e e e 416

LTl (o) AV €101 D I 1o RPN 416

9. lterator (INCrEMENT) KB A .o e e e e e e e nanns 416
O = Yo T € = T Rt 2 TR 417
11. Simple multiplication(MUIt) 259> ... ..o e e e e e e e e e anaas 417
12. Multiplication + DiviSion(MUItDIV) SAB8>.......oeeeeeee e 417
13. PID requUIator (DIA) K745 ... oo ettt e e e naean 417
T4, POWET (DOW) KB > ...t e et e e e e e e e e e e e 418
(SRR [=Yed (o) A W (1= (=101 § Tt oL TR 418
16. Simple inteqrator (SUM) SAOA> ...t et e e e e e e e e e e e e e nanns 418
17. Sum with the division (SUM_diV) <KST18>.......cciiiiiiiiieie e 418
18. Sum with the multiplication. (sum_mult) <483>............cccooiiiiiiiiiii 419
19. USEr ProgramImMUiNG AP . ... oo e e e e e 419
The module <FLibMath> of the subsystem “Specials” <FLibMath>..............ccccooovviiiiiiiiiiiinnn. 420
) I LT3 (o] o 1= PP 420

2. USer programming AP ... ..o oo e 421
The module <FLibSYS> of the subsystem “SpecialS”...........oouiieeeieieeeieee e 422
1. SyYStEM-WIAE FUNCLIONS. ...ttt e e e e e aans 422




1.1. Calling the console commands and operating system utilities (sysCall)...................... 422
1.2. SQL qUErY (ADREASQL)....uun et 423
1.3. XML NOAE (XIMINOGE). ... ..ottt e e e e e e e nenns 423
1.4. Request of the management interface (XmICNIrREQ)........coouuueeiiiiiiiiiiiiiiie e 423
1.5. ValuES arChiVE (VATN). ... oot e et e e e e e e e e eenaees 424
1.6. Buffer of the values archive (VATRBUL)........cooeei e 424
2. Functions for the astronomical time ProCESSING .. .. .cuuveeneee e 425
2.1. Time String (EMESHE) KB04 7> . ... e 425
2.2. FUll Date (fmMDate) KO7 3> ... oot 425
2.3. Absolute time (IMTIME) 220> ... oo e e e e eaaeenn 425
2.4. Conversion the time from the symbolic representation to the time in seconds from the
epoch of 1/1/1970 (tMSrPTImME) <2600 .......cceeeieieeeeeee et e e e e e e e eeas 426
2.5. Planning of the time in the Cron format (fMCron)...........coovveiiiiie i 426
3. Functions of the MEeSSAQES PrOCESSING ... .ccueene e et e e e e e e e e eenanens 426
3.1. Messages reqUESt (MESSGEE)......ceeeeeee et 426
3.2. Generation of the MEeSSagE (MESSPUL).......cooemmeee et 427
4. Functions of the StriNgS PrOCESSING . .....uuieee et e e e e e e e e e e e eae e e eenaee 427
4.1. Getting the size of the string (StrSize) KTA4>.....oeeiieeeeeeee e 427
4.2. Getting the part of the string (strSubstr) <413>........cooiiiiiie e 427
4.3. Insert of the on string to the another (strinsert) <1200>.........ccoueiiieiiiiieiiiiieeeeeeeeee. 427
4.4. Change the part of the string with the another one (strReplace) <5631>.......ccccceeenn.... 428
4.5. Parsing the string on separator (StrParse) <537>.......cooueeiiiiiiiieeeeeee e 428
4.6. Path parsing (strParsePath) <300>.......c.oiiieiiieee e 428
4.7. Path to the string with the separator (strPath2Sep)........ccoovuevvieiiieiiiee, 428
4.8. Coding of the string to HTML (StrENC2HTML)......eeeeeeeeee e 429
4.9. Encode text to bin (STENCZ2BIN).......cceuieeee et eaens 429
4.10. Decode text from bin (StrDECABIN). .. ... vee e 429
4.11. Convert real t0 SIriNG (FEAIZ2SI)......cceeeee ettt e e e 429
4.12. Convert integer to String (INt2SIr)........coeeeeeeeee e 429
4.13. Convert the string to real (Str2r€al)...........oeeeeieeeeeeeeee e 430
4.14. Convert the to INtEQEI (STr2INt). ....c.n e 430
5. FuNnctions for the real PrOCESSING . ... .c. vee ettt e e e e e e e e 430
5.1. Splitting the float to the words (floatSplitWord) <56>.......coveeieeeee e 430
5.2. Merqing the float from words (floatMergeWord) <70>..........coeiviiiieeiiiiieeeeeeee e 430
6. USer programming AP ... ..o e 430
The module <SystemTests> of the subsystem "Specials"..........coooeureieiiieee e 431
1. Par@meter (PAraim) ......coouoeoeeeeee e e 432
2. XML DAISING (XML et et e e et e et e e e e e e e e e e e e e eaes 432
B MESSAGES (IMESS) ..ot et ettt e e e et e e e e e et e e 432
4. SO attaChing (SOALLACN) .. .eeeeeeeeeeee et e e e e e e e e e e 433
5. Attribute of the PAramMEtEr (VaAl) ........ooeeeeeeeeeeeeee e e e e e e e e e naenaeen 433
B. DB EST (DB) .. eeeeeete et e e e e e e et a——etaee——eeeen e e ———————————. 433
AR N =10 =Y o Yo A @ WA O LV o TR EPRRRR 434
8. Control system language (SYSCONITLANG) . ccvunveeeeeeee e 434
9. Values DUTFEE (WAIBUT) ... oot 434
10. Values arChiVe (ATCRIVE) .......eeeeeeee ettt e et e e e e e e e e 434
11. Base64 cOde (BASEBACOUE) ......ueeenieeeeeeeeee ettt e e et e e et e e e e e e e e renees 434
The module of subsystems “User Interfaces” <QTStarter>............coeeviiiieiieiiiieiie e, 435
The module <QTCfg> of subsystems “User INterfaces”. .......ouo v 437
I O0] 0 ilo 18] =11 o) o VT TP 440
o = T= 1 (ol = 1Y 0 1<) 01 TP 441
T 0] 1010 07=1 010 F- T UTTT TR 442
A LIS S. e e et e e e —————— 443
Lo TR 1= 0] 1= T 444
B. IMAGES . ..o ———— 445



The module <WebCfg> of subsystems “User INterfaCes” .........ooeeoeeeiiee e 446

1 BaASIC BIEIMENES. . ..o et 448
D2 ©0) 1 411 0F= 1 010 [T TP 448
T I 1) (T PR 449
O 1= o (=TT 449
Lo T 0 472 T 1= TSP 450
The module <WebCfgD> of subsystems “User INterfaCes”........oveeue oo 451
I O0] 01 ilo 8] =1 1To) o VTR 453
2. BaASIC BlEIMEBNES . ..o e 454
T 0] 1010 07=1 010 F- T UUTE TR 455
L I T PP 456
Lo TR 1= 0] 1= T 457
B. IMAGES. .. oo ————— 458
A = o) = TR 459
The module <VCAENgine> of subsystems "User Interfaces".........cooveeee e 461
R U o0 TR 461
2. The configuration and the formation of interfaces of the VCA.........cooomee oo 463
I N o AT L= 01 (U (= 464
3.1. Frames and elements of visualization (WidgetS)........ooueeeieeeeeeeeee e 465
I d () (=Y o1 SO PP OTRSPPPPR 468
R TS 1 1 [P 471
3.4. Events, their processing and the events' MapsS........ccuv v 473
3.5, SIANAINA (ALSIMNIS) . ..ot e et e e e e e e e e e e e e e e e e e e e e e e e neenns 476
3.6. RIightS MANAQEMENL........ceeiieeee ettt et e e e e e e e s e s ea s e e e eene e 477
3.7. Linkage With the AYNGMUCS......c..oeieeee e 477
3.8. The primitives Of the WIAQEL........ooeee e 483
3.9. Using the database to store the library of widgets and projects.........cccccoevveveivneeennnnnen. 506
3.10 API of the user programming and service interfaces of the OpenSCADA.................. 508

4. Configuring the module via the control interface of OpenSCADA.........cooceeeeeeeeeeeeeeeeen, 513
The module <Vision> of subsystems "User INterfaces” ... 523
F PUIPOSE. ...ttt ettt e e ettt e e e e e e e e e e e e et e e e eeeeeeeeaaaa e eeeera e eeraaas 523
2. Tool of the graphical formation of the VCA INterfacCe......c.cveeveeeeeeeeeee e 525
2 S ][ PP UPUPPURRRR 534
2.2. Linkage With the AYNAMICS. .. ... coe e 535

3. Execution of the VCA INTEITACES........coeeeeeeeeeeeeee e 537
4. Conception of basic elements (DrIMItIVES)......c.u.eieeeeeee et e e e eaees 539
4 1. Elementary figure primitive (EIFIQUIE).......oov e 540
4.2, TeXt PIMUEIVE (TOXE) ... oe et 541
4.3. Primitive of the form element (FOMMEND...... oo 542
4.4. Primitive of the displaying the media materials (Media)...........ccooovvivueeeiiiiiiiieiiieeeens 543
4.5. Primitive of the construction of diagrams/graphs (Diagram)...........ccccceeeeeereiiviiieeeeenens 544
4.6. Primitive of the protocol formation (ProtoCol)...........oeeeeeeiieeeieeeeeeee e 544
4.7. Primitive of the report formation (DOCUMENT).......ceeniieeee e 545
4.8. Primitive of the boX CoONtaINEr (BOX) .. .. veeueeee e et 546
SIAVA=Y03 (o Mo [ =1 o) a1 1o T =10 L110] SRUpTEERT R 547
Lo I U 0T < PP 547
5.2. Principles and functions of the graphic €ditor...........ccccooiiiiiiiiiiiiiciccccccceeccccccc e 547
5.3. Basic principles of operation in the graphic editor................oovveiiiiiiiiiiiiiiiiieee, 549
5.4. Popup menu of the graphiC €AitOr......c..vee e 552
5.5. Properties dialog of the elementary fiQUIe. ..o 553

6. The overall configuration of the MOAUIE.........ooereeee e 555
The module <WebVision> of subsystems “User Interfaces”............coooeuuiiiiiiiiiiiiiiiieeeeeeeeeeeee 557
R U 00 TR 557
2. Execution of the VCA INTEITACES..... ...t e e e e e e aaees 559
3. Conception of basic elements (DIMILIVES) . ......ooeeeeeeeee e 561




3.1. Elementary figure primitive (EIFIQUIE)........oovee e e 562

3.2, T Xt PIMIEIVE (T XE) . . eeen ettt e e e e e e e e 563
3.3. Primitive of the form element (FOIMED.......c.ooeiieeeeeeeee et 564
3.4. Primitive of the displaying the media materials (Media).............ccoeeeiieeieeiiiiiiiiiiieeenn. 565
3.5. Primitive of the construction of diagrams/graphs (Diagram)................cccoevveeeeeeereennnn. 566
3.6. Primitive of the protocol formation (ProtoCol).........couueiieeeieeee e 566
3.7. Primitive of the report formation(DOCUMENt)........oeeeneeeeee e 567
3.8. Primitive of the boX coNtaiNer (BOX)......cceueeeeeeeee et 568

4. The overall configuration of the MOAUIE..........ouivie e 569
[OFe] aTod [V E=] o) o FUUTE TR TR 569
The module <WebUser> of subsystems "User Interfaces" ..o 570
A = 0= [0 (== F T 572

11



Introduction

OpenSCADA represents opened SCADA system constructed on principles of modules, multiplatform
and scalability. (Supervisory Control And Data Acquisition) is the term which it is often used in sphere of
automation of technological processes. The system OpenSCADA is intended for: acquisition, archiving,
visualization of the information, delivery of operating influences, and also for other related operations,
which are characteristic for full-function SCADA systems.

Project targets

The basic purposes which are pursued with the project, are:
- openness;
reliability;
flexibility;
scalability;
security;
financial availability;
giving of the convenient interface of management

Policy of development. License.

As policy of software realization of the given project principles of development are chosen. This policy
will allow to involve in development, testing, distribution and using of the product the significant amount of
developers, enthusiasts and other interested persons with the minimal financial expenses at the same time.
The program is accessible on conditions of the GPL v2 license.

Scopes

The system OpenSCADA is intended for performance as SCADA systems of usual functions, and for
use in adjacent areas of information technologies.

The system OpenSCADA can be used:
on industrial targets as full-function SCADA system;
in built in systems, as the execution environment (including PLC);
for construction of various models (technological, chemical, physical, electric processes);
on personal computers, servers and clusters for acquisition, processing, representation and
archiving of the information about system and its environment.

As base (host) operational systems (OS) for the development and uses it is chosen the OS Linux which is
POSIX compatible OS. Besides OS Linux is the optimum solution in questions:
safety;
flexibility/scalability;
availability;
popularity and prevalence.

As the system OpenSCADA is developed on standard of POSIX OS, by principles of mutiplatform its
adaptation on other OS will not make a problem.
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Architecture

Heart of system is the modular kernel.

Depending on what modules are connected, the system can carry out both functions of various servers,
and functions of clients of client-server architecture. Actually, the architecture of system allows to realize
the distributed client-server systems of any complexity.

For achievement of high speed due to reduction of communications time, the architecture allows to unite
functions of the distributed systems in one program.

Architecturally, the system OpenSCADA consists of subsystems:
«  The security subsystem. Contains lists of users and groups of users, provides check of the rights
of access to system elements, etc.
« The modules DB subsystem. Provides access to databases.
«  The modules transport subsystem. Provides the communications with an environment by means
of various communication interfaces.
« The modules transport's protocol subsystem. It is closely connected with a subsystem of
transports and provides support of various reports of an exchange with external systems.
« The modules DAQ subsystem. Provides data acquisition from external sources: controllers,
sensors, gauges, etc. Except for it the subsystem can give environment for a writing of generators of
data (model, regulators...).
« The modules archive subsystem. Contains archives of two types: archives of messages and
archives of values. An archivation way is defined by algorithm which is incorporated in the
archivator's module.
«  The modules user interfaces subsystem. Contains functions of the user interfaces.
« The control modules subsystem. Provides the control over modules.
«  The modules special subsystem. Contains functions not entered in other subsystems.

Proceeding from a modules principle, the modular subsystems, which are specified above, can expand
the functionality by connection of corresponding type of the modules.

The modular kernel of system OpenSCADA is designed in the form of static and shared libraries. It
allows to build in functions of system existing programs, and also to create new programs on the basis of a
modular kernel of OpenSCADA system.

However, the modular kernel is self-sufficient and can be used by means of the simple starting program.

Modules of system OpenSCADA are stored in dynamic libraries. Each dynamic library can contain set
of modules of various type. Filling of dynamic libraries by modules is defined by functional connectivity of
modules. Dynamic libraries suppose hot replacement that allows to make updating of modules during work.
The method of storage of a code of modules in dynamic libraries is the core for system OpenSCADA as it
is supported practically by all modern OS. It does not exclude an opportunity of development of other
storage modules code methods.
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Functional characteristics and demands of
OpenSCADA system

1. The employment area of system OpenSCADA
| Operator's station

— T

~OpenSCADA-AWP -
( Vision | QTCfg)
[ SelfSystem ]

[Es] é
.

| Web h;n.ws er

etwork of
technological
process

A
SCADA server

OpenSCADA: Technological server + visualisation server
|DAQGate | VCAEngine|WebVision|WebCfgD)

(ModBus]  SelfSystem | HTTP )
[Siemens]| Sockets My SQL FSArch)
1 1 *
(e - 0a e
L | ‘
PLC
OpenSCADA: PLC
| SelfSystem|ModBus|

(DiamondBeards| Sockets )

PC/A04
ATH400-128

Fig. 1. OpenSCADA system's roles
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1.1. SCADA system's server:

The visual control and management by means of the interfaces:

Remote visualization server grounded on visualization and control area (VCA) engine
VCAEngine. The module Ul Vision local starting and connecting to the visualization server.

Remote WEB interface. By means of a Web-browser, the visualization module
WebVision and the module of a kernel of visual control area VCAEngine.

Simple remote Web-interfaces of user. By mean Web-browser and Ul-module WebUser.

Data acquisition (DAQ) from sources:

Information about a platform (hardware-software) on which the server works. By means
of the DAQ-module System.

Data acquisition from sources which support protocol SNMP (Simple Network
Management Protocol). By means of the DAQ-module SNMP.

Data acquisition from controllers of firm Siemens of S7 series. By means of the DAQ-
module Siemens.

Data acquisition of industrial controllers under the protocol ModBus. By means of the
DAQ-module ModBus.

Data acquisition of industrial controllers under the protocol DCON. By means of the
DAQ-module DCON.

Formation of derivative structures of parameters on the basis of templates of parameters
and data from other sources. By means of the DAQ-module LogicLev.

Data acquisition from other servers and PLC, based on OpenSCADA, possibly for
duplication. By means of the DAQ-module DAQGate.

Data acquisition from sound controller's input channels. By means of the DAQ-module
SoundCard.

Data acquisition from hardware of firm ICP_DAS. By means of the DAQ-module
ICP_DAS.

Data acquisition from sources which support protocol OPC_UA. By means of the DAQ-
module OPC UA.

Data acquisition from automation of "Big Dutchman" company. By means of the DAQ-
module BEN.

Data acquisition from different sources, which have utilities for access to it data or it
accessibly through simple special network protocols. Made by getting procedure writing on
language of user programming by DAQ-module JavaLikeCalc, and also transport-protocol-
module User Protocol.

Providing data to upper-level systems:

By means of interfaces:

Serial interface (RS232, RS485, Modem, ...), by helps of transport module Serial.

IP-networks sockets and network levels protocols TCP, UDP and Unix, by helps
of transport module Sockets.

Security sockets layer (SSL), by helps of transport module SSL.

By means of protocols:

Self OpenSCADA protocol, by helps of transport's protocol module SelfSystem.
ModBUS family protocol (TCP, RTU and ASCII), by helps of transport's protocol
module ModBUS.
"OPC UA" protocol, by helps of transport's protocol module OPC UA.
Simple special protocols, developed by users by helps of transport's protocol
module User Protocol.
Implementation of user calculations in languages:

Language of block schemes. By means of the DAQ-module BlockCalc.

With the help of Java-like language of a high level. By means of the DAQ-module
Javal.ikeCalc.

Archiving messages, conducting reports on various categories and levels by means of
mechanisms:
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Files in a XML-format or the flat text with packing the out-of-date archives. By means of
the archiving module FSArch.

In tables of archival DB. By means of the archiving module DBArch.

In plans. On other server, it is possible to the allocated archiving server, based on
OpenSCADA.

Archiving values of the collected data by means of mechanisms:

Files with double packing: consecutive and standard archiver gzip. By means of the
archiving module FSArch.

In tables of archival DB. By means of the archiving module DBArch.

Configuration and management of a server through:

The WEB-interface. By means of a Web-browser and the Ul-module WebCfgD and
Web(Cfg.

From the remote configuration station. By means of the Ul-module at configuration
station QTCfg and the interface of management OpenSCADA reflected in the protocol
SelfSystem.

Data storage of a server in a DB of types:
- MySQL. By means of the DB-module MySQL.

SQLite. By means of the DB-module SQLite.

PostgreSQL. By means of the DB-module PostgreSQL.

DBF. By means of the DB-module DBF.

FireBird. By means of the DB-module FireBird.

In plans. DB accessible on other server based on OpenSCADA.

In plans. LDAP.

1.2. Station of the operator of technological process, the board of the dispatcher, the
panel of monitoring, etc.:

The visual control and management by means of the interfaces:

The local (fast) interface based on QT library. By means of the visualization module
Vision and the module of a kernel of the visual control area VCAEngine include ability of
visualization from remote engine of VCA, visualization server.

Remote WEB interface. By means of a Web-browser, the visualization module
WebVision and the module of a kernel of visual control area VCAEngine.

Simple remote Web-interfaces of user. By mean Web-browser and Ul-module WebUser.

Data acquisition (DAQ) from sources:

Data acquisition from other servers and PLC, based on OpenSCADA, for data
transportation and for duplication. By means of the DAQ-module DAQGate.

Data acquisition from sources which support protocol SNMP (Simple Network
Management Protocol). By means of the DAQ-module SNMP.

Data acquisition from sources which support protocol OPC_UA. By means of the DAQ-
module OPC UA.

Implementation of the user calculations in languages:

Language of block schemes. By means of the DAQ-module BlockCalc.

With the help of Java-like language of a high level. By means of the DAQ-module
JavaLikeCalc.

Archiving messages, conducting reports on various categories and levels by means of
mechanisms:

Files in a XML-format or the flat text with packing the out-of-date archives. By means of
the archiving module FSArch.

In tables of archival DB. By means of the archiving module DBArch.

In plans. On other server, it is possible to the allocated archiving server, based on
OpenSCADA.

Configuration and management of station through:
The WEB-interface. By means of a Web-browser and the Ul-module WebCfgD or

WebCfg.
The QT-interface. By means of the Ul-module QTCfg.
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From the remote configuration station. By means of the Ul-module at configuration
station QTCfg and the interface of management OpenSCADA reflected in the protocol
SelfSystem.

Data storage of station in a DB of types:
- MySQL. By means of the DB-module MySQL.

SQLite. By means of the DB-module SQLite.

PostgreSQL. By means of the DB-module PostgreSQL.

DBF. By means of the DB-module DBF.

FireBird. By means of the DB-module FireBird.

In plans. DB accessible on other server based on OpenSCADA.

In plans. LDAP.

1.3. The environment of execution of controllers (PLC):

Data acquisition (DAQ) from sources:

Cards of data acquisition of firm Diamond Systems. By means of the DAQ-module
DiamondBoards.

Information on a platform (hardware-software) on which the server works. By means of
the DAQ-module System.

Data acquisition from sources which support protocol SNMP (Simple Network
Management Protocol). By means of the DAQ-module SNMP.

Data acquisition of industrial controllers under the protocol ModBus. By means of the
DAQ-module ModBus.

Data acquisition of industrial controllers under the protocol DCON. By means of the
DAQ-module DCON.

Formation of derivative structures of parameters on the basis of templates of parameters
and data from other sources. By means of the DAQ-module LogicLev.

Data acquisition from other servers and PLC, based on OpenSCADA, possibly for
duplication. By means of the DAQ-module DAQGate.

Data acquisition from sound controller's input channels. By means of the DAQ-module
SoundCard.

Data acquisition from hardware of firm ICP_DAS. By means of the DAQ-module
ICP_DAS.

Data acquisition from sources which support protocol OPC_UA. By means of the DAQ-
module OPC UA.

Data acquisition from different sources, which have utilities for access to it data or it
accessibly through simple special network protocols. Made by getting procedure writing on
language of user programming by DAQ-module JavaLikeCalc, and also transport-protocol-
module User Protocol.

Providing data to upper-level systems:

By means of interfaces:

Serial interface (RS232, RS485, Modem, ...), by helps of transport module Serial.

IP-networks sockets and network levels protocols TCP, UDP and Unix, by helps
of transport module Sockets.

Security sockets layer (SSL), by helps of transport module SSL.

By means of protocols:

Self OpenSCADA protocol, by helps of transport's protocol module SelfSystem.
ModBUS family protocol (TCP, RTU and ASCII), by helps of transport's protocol
module ModBUS.
"OPC UA" protocol, by helps of transport's protocol module OPC UA.
Simple special protocols, developed by users by helps of transport's protocol
module User Protocol.
Management, regulation and performance of other user calculations in languages:

Language of block schemes. By means of the DAQ-module BlockCalc.

With the help of Java-like language of a high level. By means of the DAQ-module
JavalLikeCalc.
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Archiving messages, conducting reports on various categories and levels by means of
mechanisms:

Files in a XML-format or the flat text with packing the out-of-date archives. By means of
the archiving module FSArch.

In tables of archival DB. By means of the archiving module DBArch.

In plans. On other server, it is possible to the allocated archiving server, based on
OpenSCADA.

Archiving of values of the collected data by means of mechanisms:

Buffers in memory of the setting depth. By means of the built in archiving mechanism of
the values of kernel OpenSCADA.

Files with double packing: consecutive and standard archiver gzip. By means of the
archiving module FSArch.

In tables of archival DB. By means of the archiving module DBArch.

Configuration and management PLC through:

The WEB-interface. By means of a Web-browser and the Ul-module WebCfgD or
WebCfg.

From the remote configuration station. By means of the Ul-module at configuration
station QTCfg and the interface of management OpenSCADA reflected in the protocol
SelfSystem.

Data storage PLC in a DB of types:

All data in a configuration file (fixed).

MySQL. By means of the DB-module MySQL.

SQLite. By means of the DB-module SQLite.

PostgreSQL. By means of the DB-module PostgreSQL.

DBF. By means of the DB-module DBF.

FireBird. By means of the DB-module FireBird.

In plans. DB accessible on other server based on OpenSCADA.

In plans. LDAP.
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2. Requirements for OpenSCADA

2.1. Execution

The demands to apparatus for OpenSCADA system execution at different roles viewed into table 1. The
demands to programs for OpenSCADA system execution and it modules allow into table 2.

Table 1. The demands to apparatus for OpenSCADA system and it modules.
Role Demands
CPU: x86 32 (more than 1586), x86 64 or ARM, with frequency more 500 MHz
MEM: 128 MB
HDD: 10 GB include OS and place for archives

SCADA system's
server

Station of the operator
of technological
process, the board of
the dispatcher, the
panel of monitoring,
etc.

The environment of  |CPU: x86_32 (more than i586), x86 64 or ARM, with frequency more 133 MHz
execution of MEM: 32 MB
controllers (PLC) HDD: 32 MB include OS without archives place.

CPU: x86_32 (more than 1586), x86 64 or ARM, with frequency more 1 GHz
MEM: 512 MB
HDD: 4 GB include OS without archives place

Table 2. Dependences of performance of OpenSCADA system and its modules.
Component Description

Dependences of OpenSCADA system's kernel

The distribution kit of operating system Linux (ALTLinux, SuSELinux,
Mandriva, ASPLinux, Fedora, Debian, Ubuntu ...)

Standard set of libraries: GLibC (>= 2.3) or uCLibC (>= 0.9.32) and libstdc++
(>= 3.3). Certainly this already allow into installed distribution. Special
demand is using native thread library NPTL, already used for all modern
distributions of the Linux.

OS Linux

"Standard libraries"

zlib Compression library.

libpcre Library for use regular expressions, compatible with Perl.

libgd Graphlitc lcilbrardeD VerSi](')tI)l 2,1t ifs d;:(sirable that it \;Vl(lll l(ale wi(tihout Xfth

(opt: ~-disable-LibGD) ;léfl)ﬁg " n(ﬁg)en ence on library of a X-server is excluded) and support o

DB.MySQOL module

libMySQL Library for access to MySQL DBMS.

DB.SQLite module

libsqlite3 Library for access to built in DB SQLite version 3.

DB.PostgreSQL module

libpq Library for access to PostgreSQL DBMS version more 8.3.0.

DB.FireBird module

FirebirdSS FireBird DBMS version 2 Often is absen‘F in Qistribution kits of Li.nux and
demands individual loading from an official site (http://www.firebirdsqgl.org)!

Transport.SSL module

libssl Library for codifying OpenSSL.
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Component Description
DAQ.SNMP module
libsnmp Library for access to data of network devices under SNMP protocol.
DAQ.System module
libsensors (opt: auto) Hardware sensors' library versions 2 and 3.
DAQ.SoundCard module
libportaudio Multiplatform library for access to sound controller version 19 and higher.

DAQ.OPC _UA module

libssl

Library for codifying OpenSSL.

Modules: UL QTStarter, UL.QTCfg

1ibQT4 . . . ) :
(1ibQtCore,libQtGui) Library for construction of user graphic interface QT version 4.3 and higher.
Module: Ul Vision

libQT4 Library for construction of user graphic interface QT version 4.3 and higher
(1ibQtCore,libQtGui) ’ ’

libfftw3 (opt: auto)

Library for fast Fourie transfer of signals.

libphonon (opt: auto)

Library for full formatted video and audio play.

Modules: UL WebVision, Special. FLibSYS

libfftw3 (opt: auto)

Library for fast Fourie transfer of signals.

* "opt: auto" — provides for disable of using the library at build time on it absence.
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2.2. Building

Dependences of system OpenSCADA for building of the OpenSCADA kernel and its modules are

tabulated bellow.

Table 3. Dependences of building of OpenSCADA system and its modules.

Component

Description

The general requirements for building OpenSCADA

OS Linux

The distribution kit of operating system Linux (ALTLinux, SuSELinux,
Mandriva, ASPLinux, Fedora, Debian, Ubuntu ...)

g—l——l—

The compiler of language C++ version 3.3 and more from a collection of
compilers GCC, including library GLibC (>=2.3) or uCLibC (>= 0.9.32).

autotools (autoconf,
automake, libtool)

Tools for formation of building environment of OpenSCADA. They are
necessary only in the case of changing building environment of
OpenSCADA, for example for addition of the new module or change of the
fixed parameters of building.

Group of utilities for preparation and compilations of translations of the

gettext interface of programs on various languages in conformity with
internationalization standard I18N.
zlib (devel) Compression library, a package for development.

libpcre (devel)

Library for use regular expressions, compatible with Perl, a package for
development.

libgd (devel,
opt: --disable-LibGD)

Graphic library GD version 2, a package for development, it is desirable that
it will be without XPM support (dependence on library of a X-server is
excluded) and support of FontConfig. It is used for construction of trends
and other images in PNG format.

DB.MySQL module

libMySQL (devel) Library for access to MySQL DBMS, a package for development on
language C.

DB.SQLite module

libsqlite3 (devel)

Library for access to built in DB SQLite version 3, a package for
development.

DB.PostgreSQL module
lib Library for access to PostgreSQL DBMS version more 8.3.0, a package for
P4 development.

DB.FireBird module
FireBird DBMS version 2, a package for development. Often is absent in

FirebirdSS distribution kits of Linux and demands individual loading from an official
site (http://www.firebirdsql.org)!

Transport.SSL module

libssl (devel) Library for codifying OpenSSL, a package for development.

DAQ.JavaLikeCalc module

bison The program of generation of parsers on the basis of grammar of language.
DAQ.SNMP module
libsnmp (devel) Library for access to data of network devices under SNMP protocol, a

package for development.
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Component Description
DAQ.System module
libsensors (devel, opt: auto) | Hardware sensors' library versions 2 and 3, a package for development.
DAQ.Siemens module
glibc-kernheaders Linux-kernel headers by library GLibC.
DAQ.SoundCard module
libportaudio (devel) Multiplatform library for access to sound controller, a package for

development version 19 and higher.

DAQ.OPC_UA module

libssl (devel)

Library for codifying OpenSSL, a package for development.

Modules: UL.QTStarter, ULQTCfg

1ibQT4 (devel)

Library for construction of user graphic interface QT version 4.3 and higher,
package for development.

Module: Ul Vision

1ibQT4 (devel)

Library for construction of user graphic interface QT version 4.3 and higher,
package for development.

libfftw3 (devel, opt: auto)

Library for fast Fourie transfer of signals, package for development.

libphonon (devel, opt: auto)

Library for full formatted video and audio play, package for development.

Modules: Ul. WebVision, Special FLibSYS

libfftw3 (devel, opt: auto)

Library for fast Fourie transfer of signals, package for development.

* "opt: auto" — provides for disable of using the library at build time on it absence.
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OpenSCADA program description

This document is a description of the "open source" project called "OpenSCADA". OpenSCADA is a
SCADA system built on the principles of modularity, scalability and multiple OS/Hardware integration.

As a policy the development of the system utilized "open source" principles. This choice allowed for the
creation of a reliable and publicly available SCADA system. At the same time bringing together a
significant number of product developers, enthusiasts and other stake holders to develop, test, and
disseminate the project, thus minimizing the financial and distribution costs.

OpenSCADA is designed for the collection and archiving of system data plus the visualization and
controlling of process operations typical of SCADA systems. Due to the level of scalability and
modularization the system can be used in a variety of applications.

OpenSCADA can be used:
- at industrial facilities as a full featured SCADA system;
- in embedded devices, as an execution environment, including within a PLC (programmable logic
controller);
to build technological, chemical, physical or electrical processes models;
- at data centers or other server facilities to collect, process, present and archive data regarding the
PCs, servers and clusters and their network and environment.

The host operating system selected for development was Linux has it optimized the solutions of the
following issues:

- reliability — a large proportion of servers and clusters running on GNU/Linux OS;
- flexibility/scalability — due to its openness and modularity Linux allows the designer to create
solutions to fix any requirements
- availability — due to being GPL the software is provided at no cost (novice users may require
some kind of paid support package however skilled user would not require this level of support);
- popularity and support — Linux is in active development by many enthusiasts, businesses and
government agencies throughout the world, and is gaining wide spread support on the personal and
the corporate marketplace, plus it is being promoted in the state structures of various countries.

While the system currently operates only on the Linux OS the project is being developed so that it can be
installed on different operating systems. This ability to port to other OS will be added in future revisions.

At the heart of the system is a modular kernel, and depending on what modules are installed the system
can configured to operate on a variety of networked servers and clients and in this way allow for the
implementation of a client-server architecture saving machine memory, disk space, and programming time.
However it is possible to configure the OpenSCADA on a single stand alone PC with the user choosing
which modules to install, data acquisition, simple client, or both the client and server.

Differing server configuration can be designed for collecting data, processing data, issuing commands,
archiving and logging information, and providing this information to clients (UI, GUI, TUI ...). The
modular architecture allows for modification of a module’s functionality without the requirement of
restarting the whole system.

Flexible system configuration allows the user to build solutions to meet specific requirements of
reliability, functionality and complexity. Custom configurations can be based on different graphics libraries
(GUI/TUI ToolKits), using the core program and selecting various modules (by adding it to the Ul-user
interface module), or the system can be used in a standalone application connecting the core of
OpenSCADA to its libraries.
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1. Functions of the system.
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Fig. 1. The block scheme of OpenSCADA system
1.1. Modularity.

In order to achieve flexibility and a high degree of scalability OpenSCADA is constructed in a modular

fashion. The process of developing our own modules imposed a great risk; possible errors could introduce
an element of instability into the system, however tight integration of the modules with kernel lessened this
issue and the ability to create a distributed configuration was seen as a greater benefit. In the end a more
flexible and stable system was created.

OpenSCADA modules are stored within dynamic libraries and each shared library can contain modules

OpenSCADA has the following functional parts or modules:
« databases;
+ communication transports interfaces;
+ communication protocols;
- data sources and data acquisition;
- archives (messages and values);
- user interfaces(GUI, TUI, WebGUI, speech, signal...);
- additional and special (for Special subsystem) modules.

of various types. The specific functional modules that are contained in a library is determined by the
specifics of the modules connections. These dynamic libraries are hot swappable, which allows for the
updating of a specific module without affecting the system as a whole. This method of storing code
modules in dynamic libraries is essential for OpenSCADA, because it is supported by virtually all modern
operating systems (OS). However, this does not exclude the possibility of developing other methods of
storing code modules.

Management of the modules is carried out by the "Modules Management" subsystem, whose functions

include connection, switching off, updating, and other operations concerned with the management of the
modules and their libraries.
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1.2. Subsystems.

Architecturally OpenSCADA is divided into subsystems or two types, regular and modular. Modular
subsystem have the ability to expand through the addition of modules, with each modular subsystem
containing sets of modular objects. For example the modular Database subsystem contains modular objects
of the database type, thus the modular object is the root of the module.

The basic configuration of OpenSCADA consists of nine subsystems with seven being modular. These
nine subsystems are present at every configuration. Additional subsystems can be created by adding
additional modules. The following lists the basic subsystems of OpenSCADA:

« Security — non-modular.
- Modules Scheduler — non-modular.
- Data Bases — modular.
- Transports — modular.
Transport Protocols — modular.
- Data Acquisition — modular.
- Archives (Histories) — modular.
- User Interfaces — modular.
- Specials (Speciality) — modular.

1.3. PLC and other sources of dynamic data. A subsystem "Data acquisition''.

The Data Acquisition subsystem supports dynamic data sources whether PLC controllers, USO boards,
virtual, or other sources. The functions of this subsystem are to provide data in a structured manner and the
management of the data, i.e. data modification.

Since the Data Acquisition subsystem is modular it contains objects of the dynamic data source type. For
example in October 2007 OpenSCADA supported the following data sources:
« "Diamond Systems" data acquisition cards.
- OS data acquisition.
- The Block calculator.
Calculator in Java-like language.
-+ Data communicated from one OpenSCADA system to another.
- PLC data via the Modbus protocol.
« Network Device data via the SNMP protocol.
«  OpenSCADA logic level system data.
 CIF50PB Profibus communications card, connecting to logic controllers via the MPI protocol.

Each data source requires a separate module that can be connected or disconnected, with a module
communicating to one or more devices(controllers).

Each controller contains parameters with the types, defined by the module. The parameter provides the
list of attributes which contain the data. Parameter's attributes can be one of four basic types, string(text),
integer, float and boolean. For example an analog parameter can contain data in either integer or float
format.

The structures of a controllers, parameters and their types are contained in the Data Acquisition
subsystem so that the module objects can specifically fill in these structures.

A source of dynamic data can be on a remote OpenSCADA system. In this case the data source would be
the OpenSCADA data transport. The function of this type of data source is to mirror of the data sources on
the local system.
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1.4. Databases. A subsystem of '""Database"

For a data storage of system databases (DB) are everywhere used. With a view of systematization of
access and management of databases in OpenSCADA system the subsystem "Database" is provided. For
support of various DB/DBMS the subsystem is modular.

In a role of the modular objects, containing in a subsystem, type DB/DBMS acts, i.e. the module of a
subsystem "Database", which practically contains realization of access to the certain type of a DB. For
example modules: DBF, MySQL, SQLite.

The object of type DB/DBMS, in its turn, contains the list of objects of separated DB of the given type.
And the object of a DB contains the list of objects of tables which are contained by data in the tabulated
form.

Practically all the data of OpenSCADA system are stored in this or that DB. The toolkit of system allows
to transfer easily the data from one type of a DB on another and as consequence provide an optimum
selection of DB type under the concrete area of OpenSCADA system. Transfer of the information from one
DB to another can be made by two ways. The first is a change of the address of a working DB and save of
all system on it, the second is a direct copying the information between DB. Except for copying the
function of direct editing of contents of tables of a DB is supported also.

For the organization of the centralized access of the allocated system to a uniform DB two ways are
provided. The first is using of network DBMS, for example MySQL. The second way is using of transport
type of a DB on local systems for access to one central DB (It is planned.). Function of a transport DB is
transfer of queries to a DB on remote OpenSCADA system.

Data can be stored also in a configuration file of system. The mechanism of full reflection of structure of
a DB on structure of a configuration file is realized. I.e. the standard configuration can be placed in a
configuration file. An essence of such mechanism that by default for example at start without a DB, it is
possible to describe the data of system in a configuration file. In the further, these data can be redefined in a
DB. Besides for cases of impossibility of start of any DB generally, it is possible to store all data in a
configuration file.

For access to databases the mechanism of registration of a DB is used. Registered DB in system are
accessible to all subsystems of OpenSCADA system and can be used in their work. Owing to this
mechanism it is possible to provide an allocation of data storage. For example, various libraries can be
stored and extend independently, and connection of library will consist in simple registration of the
necessary DB.

In the further, realization of duplication of a DB by linkage of the registered DB is planned. This
mechanism will allow to increase considerably reliability of OpenSCADA system as a whole by reservation
of the mechanism of a data storage. (It is planned.)

1.5. Archives. A subsystem " Archives''.

Any SCADA system gives an opportunity of archiving the acquisition data, i.e. formation of history of
change (dynamics) of processes. Archives, conditionally, it is possible to divide into two types: archives of
messages and archives of values.

Feature of archives of messages is that the subject of archiving are, so-called, events. A characteristic
attribute of event is time of occurrence of this event. Archives of messages, usually, are used for archiving
messages in system, i.e. conducting logs and reports. Depending on a source, messages can be classified by
various criteria. For example, it can be reports of emergencies, reports of actions of operators, reports of
failures of connection, etc.

Feature of archives of values is their periodicity defined by the time interval between two adjacent
values. Archives of values are applied for archiving of history of continuous processes. As far as process is
continuous and it's archiving is possible only by introduction of conception of quantization of interrogation
of values as differently we receive archives of the infinite sizes, in view of a continuity of the nature of
process. Besides, practically, we can receive values with the period limited by sources of data. For example,
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qualitative enough sources of data, in the industry, data with frequency more 1kHz seldom allow to obtain.
And it without taking into account sensors having even less qualitative characteristics.

For the decision of tasks of archiving data flows in OpenSCADA system the subsystem "Archives" is
provided. The subsystem "Archives" allows to conduct both: archives of messages and archives of values.
The subsystem "Archives" is modular. The modular object containing in a subsystem "Archives" the type of
the archiver acts. The type of the archiver defines the way of a data storage, i.e. storehouse (file system,
DBMS, a network, etc.). Each module of a subsystem "Archives" can realize both: archiving of messages,
and archiving of values. The subsystem "Archives" can contain set of the archives served by various
modules of a subsystem.

The message in OpenSCADA system is characterized: by date, by level of importance, by category and
the text of the message. Date of the message specifies for the period of creation of the message. The level of
importance specifies a degree of importance of the message. The category determines the address or the
conditional identifier of a source of the message. Usually, the category contains a full way to a source of the
message in system. The text of the message, actually, also carries meaning content of the message.

During archiving messages are passed through the filter. The filter works on a level of importance and a
category of the message. The level of the message in the filter specifies that it is necessary to pass messages
with specified or higher level of importance. To filtering on a category templates or regular expressions are
used, which define what messages are applied to pass. Each archiver contains own options of the filter.
Consequently it is possible to create easily various specialized archivers for archive of messages. For
example archivers of messages it is possible to dedicate on:

- logs for storage of the debugging information and other working information of a server;
- various reports (the report of actions of clients, the report of infringements and exceptions, the
report of events...).

In view of the similar nature of the messages and the alarms, the subsystem "Archives" contains a buffer
of current alarms, which contains active at the time the alarms with using the message category as a key
identifier of the alarm. Access to the list-buffer of current alarms specifying by a negative value level
messages. Thus, the formation of negative message with level -2 cause place in this message to buffer
active alarms with level 2, as well as duplication of directly to messages archive. At the subsequent
formation of the message in the same category, but a positive level, say 1, will be carried deletion of the
specified alarm from the buffer of alarms and also the message fall into messages archive. This mechanism
allows you to simultaneously keep track of active alarms and log their passage into the messages archive.
When requesting to archive messages, an set of a positive level makes a request to archive messages, and a
negative to buffer-list of current alarms.

The archive of values in system OpenSCADA acts as an independent component which includes the
buffer processable by archivers. Key parameter of archive of value is the source of data. In a role of a
source of data attributes of parameters of OpenSCADA system and also other external sources of data (a
passive mode) can act. Other sources of data can be: network archivers from remote OpenSCADA systems,
the environment of programming of OpenSCADA system, etc.

Key component of archiving of values of continuous processes is the buffer of values. The buffer of
values is intended for intermediate storage of a file of the values received with certain periodicity (quantum
of time). The buffer of values is used as for direct storage of big arrays of values in archives of values,
before direct "retire" on physical carriers, and for manipulations with the staff of values, i.e. in functions of
frame-accurate query of values and their placement in buffers of archives.

For the organization of the dedicated archivers, in the allocated systems it is possible to use transport
type of the archiver (It is planned.). Function of transport type of the archiver is reflection of the remote
central archiver on local system. As consequence, archivers of transport type carry out data transmission
between local system and the archiver of the remote system, hiding from subsystems of local system the
real nature of the archiver.
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1.6. Communications. Subsystems "Transports' and ""Transport protocols".

As far as the OpenSCADA system is pawned as is high-scaled system that support of communications
should be flexible enough. For satisfaction of a high degree of flexibility, communications in OpenSCADA
system are realized in subsystems "Transports" and "Transport protocols" which are modular.

The subsystem "Transports" is intended for an exchange of the not structured data between
OpenSCADA system and external systems. In a role of external systems can act even remote OpenSCADA
systems. Not structured data are understood as a file of symbols of the certain length. The modular object
containing in a subsystem "Transports", the type of transport acts. The type of transport defines the
mechanism of transfer of not structured data. For example it can be:

- sockets (TCP/UDP/UNIX);
+ channels;
- shared memory.

The subsystem "Transports" includes support of input and output transports. Input transport is intended
for service of external queries and sending of answers. Output transport, on the contrary, is intended for
sending messages and expectation of the answer. Consequently, input transport contains a configuration of
the given station as server, and output transport contains a configuration of the remote server. The module
of a subsystem "Transports" realizes support both: input and output transports.

The subsystem "Transport protocols" is intended for structuring of data received from a subsystem
"Transports". As a matter of fact, the subsystem "Transport protocols" is continuation of a subsystem
"Transports" and carries out functions of check of structure and integrity of the received data. So, for the
indication of the protocol together with which transport should work, the special configuration field is
provided. The modular object containing in a subsystem "Protocols" is the protocol. For example, transport
protocols can be:

- HTTP (Hyper Text Transfer Protocol);
SelfSystem (OpenSCADA the system protocol).

The full chain of connection can be written down as follows:
- the message is transferred in transport;
- transport transfers the message to the protocol, connected with it, by creation of new object of the
protocol;
the protocol checks integrity of data;
- if all data have come, transport must be informed about the termination of expectation of data and
to transfer it the answer, differently to inform, that it is necessary to expect still;
- transport, having received {confirmation, sends the answer and delete object of the protocol;
- if confirmations are not present, the transport continues expectation of data, and in the case of
their receipt transfers them to the saved object of the protocol.

Protocols for output transports are supported also. The output protocol incurs function of dialogue with
transport and realization of features of the protocol. The internal side of access to the protocol is realized by
data-flow way with own structure for each protocol module. Such mechanism allows to carry out
transparent access to external system, by means of transport, simply specifying a name of the protocol by
means of which to serve transfer.

Owing to standard API-access to transports of OpenSCADA system it is possible to change easily a way
of data exchange not touching exchanging systems. For example, in the case of a local exchange it is
possible to use faster transport on the basis of shared memory, and in the case of an exchange through the
Internet and a local network to use TCP or UDP sockets.
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1.7. Interfaces of the user. A subsystem "'Interfaces of the user".

SCADA-systems as a class, assume presence of user interfaces. In OpenSCADA, for granting the user
interfaces, the subsystem "The user interfaces" is provided. The user interface of OpenSCADA system is
understood not only as the environment of visualization from which the end user should work, but also as
everything, that concerns the user, for example:

environments of visualization;
- configurators;
alarming and signaling devices.

The subsystem "The user interfaces" is modular. As modular object of a subsystem the concrete interface
of the user actually acts. Modularity of subsystem allows to create various interfaces of users on various
GUI/TUI libraries and to use optimal of decisions in particularly taken case, for example, for environments
of performance of programmed logic controllers it is possible to use configurators and visualizers on the
basis of Web-technologies (WebCfg, WebUI), and in case of stationary workstations to use the same
configurators and visualizers, but on the basis of libraries QT, GTK.

1.8. Security of system. A subsystem "Security".

The OpenSCADA system is the branched out system which consists of ten subsystems and can include
set of modules. Consequently, granting of unlimited access by all to these resources is at least unsafe.
Therefore, for differentiation of access in OpenSCADA system, the subsystem of "Security" is provided.
The basic functions of a subsystem "Security" are:

storage of registration records of users and groups of users;
« authentication of users;
check of access rights of the user to this or that resource.

1.9. Management of libraries of modules and modules. A subsystem '""Management of
modules"'.

The OpenSCADA system is constructed by a modular principle that means presence of set of modules
with which it is necessary to operate. For performance of function of management by modules of
OpenSCADA system the subsystem "Management of modules" is provided. All modules, for the present
moment are delivered in system by means of shared libraries (containers). Each container can contain set of
modules of various type.

The subsystem "Management of modules" realizes the control over the status of containers and allows to
carry out hot addition, removal and updating of containers and modules containing in them.

1.10. Unforeseen opportunities. A subsystem '"Special''.

Certainly, to provide all probable functions it is impossible, therefore in OpenSCADA system the
subsystem "Special" is provided. The subsystem "Special" is modular and is intended for addition in
OpenSCADA system unforeseen functions by modular expansion. For example, by means of a subsystem
"Special" can be realized:

- tests of OpenSCADA system and its modules;
libraries of functions of the user programming.
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1.11. The user functions. Objective model and the environment of programming of
system.

Any modern SCADA system should contain the mechanisms giving an opportunity to program at the
user level, i.e. to contain the environment of programming. The OpenSCADA system contains such
environment. By means of the environment of programming of OpenSCADA system it is possible to
realize:

- Algorithms of management of technological processes.

Large dynamic models of real time of technological, chemical, physical and other processes.
- Adaptive mechanisms of management on models.

The user procedures of management by internal functions of system, its subsystems and modules.
- Flexible formations of structures of parameters at a level of the user, with the purpose of creation
of parameters of non-standard structure and its filling on algorithm of the user.
- Auxiliary calculations.

The environment of programming of OpenSCADA system represents a complex of assets organizing the
computing environment of the user. Into structure of a complex of assets are included:
- objective model of OpenSCADA system;
« modules of libraries of functions;
- computing controllers of a subsystem "Data acquisition" and other calculators.

Modules of libraries of functions give set of functions of the certain orientation expanding objective
model of system. Libraries can be realized both: by the set of functions of the fixed type, and functions
supposing free updating and addition.

Libraries of functions of the fixed type can be given by standard modules of system, organically
supplementing objective model. Functions of such libraries will represent the interface of access to assets of
the module at a level of the user. For example, "The environment of visual data presentation" can give
functions for delivery of various messages. Using these functions the user can realize interactive algorithms
of communication with system.

Libraries of functions of free type give the environment of a writing of the user functions on one of
programming languages. Within the limits of the module of libraries of functions mechanisms of creation of
libraries of functions can be given. So, it is possible to create libraries of devices of technological processes,
and in a consequence to use them by linkage. Various modules of libraries of functions can give realizations
of various programming languages.

On the basis of the functions given by objective model, computing controllers are under construction.
Computing controllers carry out linkage of functions with parameters of system and the mechanism of
calculation.
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2. SCADA systems and their structure.
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SCADA (Supervisory Control And Data Acquisition), in a general view, have the allocated architecture
like represented on fig. 2. Elements of SCADA systems, in sense of the software, carry out following
functions:

The acquisition server: represents a task or group of tasks engaged in data acquisition from sources of
data, or act in a role as a source of data. Into tasks of a server enters:
reception and-or formation of data;
- data processing;
- service of queries about access to data;
- service of queries about updating of data.

The server of archiving: represents a task or group of tasks engaged in archiving of data. Into tasks of
the server enters:
- archiving of data of SCADA-system;
- service of queries about access to contemporary records;
- import/export of archives.

The journaling server: represents a task or group of tasks engaged in archiving of messages. Into tasks
of the server enters:
- archiving of messages of units of SCADA-system,;
service of queries about access to archival messages;
- import/export of archives.

The alarm server: represents a task or group of tasks carrying out functions of the server of recording
concerning a narrow category of messages of the signal system.

The operator working place: represents constantly functioning GUI (Grafical User Interface)
application executed in an one-monitor, multimonitor or panel mode and carrying out functions:
- granting of the user interface for the control over a condition of technological process;
- granting of an opportunity of formation of operating influences;
- granting of an opportunity of studying and the analysis of history of technological process;
- granting of toolkit for generation of the reporting documentation.

The engineer working place: represents GUI application used for configuration of SCADA system.
Into tasks of the application enters:
granting of toolkit for manipulation with system functions of system;
- granting of toolkit of a workplace of the operator;
- granting of toolkit for manipulation with architecture of SCADA system as a whole (distribution
of functions between stations, creation, removal of stations...).

The chief working place: represents GUI application, as a rule, executed in an one-monitor mode and
carrying out functions:
- granting of the user interface for the control over a condition of technological process;
- granting of toolkit for studying and the analysis of history of technological process as is direct
from an active server, and on the basis of separate archives;
- granting of toolkit for generation of the reporting documentation.

The technologist working place: completely includes functions of a workplace of the operator plus
model of technological process (without direct communication with technological process).

The work planner working place: completely includes functions of a workplace of the technologist
plus toolkit for creation of models of technological processes.
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3. Ways of configuration and using of OpenSCADA system.

3.1. Simple server connection.

In the elementary case the OpenSCADA system can be configured in a server mode (fig. 3.1) for
acquisition and archiving of data. The given configuration allows to carry out following functions:
interrogation of controllers;
archiving of values of parameters;
service of client queries about reception of various data of a server;
granting of the configuration WEB-interface;
the remote configuration from OpenSCADA system by means of the QT-interface or other local
interface.
secondary regulation (regulation in computing controllers);
modeling, adjusting and supplementing calculations in computing controllers.

( OpenSCADA: Server of acquisition and
archiving WebCfg
(HTTP ISeIfS}fstem]
[chlsmcr{: aIcISQL a‘eIFSA reh] Sockets

@ [ o8 |[Amm| EPC

Siemens
S7-400

Fig. 3.1. Simple server connection.
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3.2. The duplicated server connection.

For increasing of reliability and productivity the OpenSCADA system supposes plural reservation (fig.
3.2) at which controllers of one copy are reflected in other. At use of a similar configuration distribution of
loading of interrogation/calculation at various stations is possible. The given configuration allows to carry
out functions:

« interrogation of controllers;

- archiving of values of parameters;

 service of client queries about reception of various data of a server;

- reservation of parameters;

« reservation of archives;

- distribution of loading of interrogation on servers;

- granting of the configuration WEB-interface;

-+ secondary regulation (regulation in computing controllers);

- modeling, adjusting and supplementing calculations in computing controllers with an opportunity
of distribution of loading on servers.

OpenSCADA: Server of acquisition and OpenSCADA: Server of acquisition and

archiving [We.bG fgITranspo n‘er] archiving [:WebegITranspo n‘er]

Logicl ev [ HTTP lSeI’fSystemJ [ Logiclev | ( HTTP [SelfSystem)

[G.IFIB.IG::.MJSaIcISDLEeIFSAmhI Sochets [GIFI.oncmaxclsaue[Fs,qmn[ Sochets ]
I 0B |Lqmrm| Epc I o8 |I.Amrm| Epc

Siemens
S7-400

Puc. 3.2. The duplicated server connection.

3.3. The duplicated server connection on one server.

Special case of the duplicated connection is the duplicated connection within the limits of one server
(fig. 3.3), that is start of several stations by one machine with a crossing of parameters. The purpose of the
given configuration is increase of reliability and fault tolerance of system by reservation of software.

OpenSCADA: Server of acquisition and OpenSCADA: Server of acquisition and
wrchiving [WebCfgITransponer] wrchiving [WebCfgITransporter]
[ Logiclev ] ( HTTP [SeliSystem]|| LogicLev | [ HTTP |SelfSystem)
(CIF|BlockCalc]| SQLie|FSArch]| Sockets ] GIFLB:ocw:aIcISQL EeIFSf—ImhI Sockets |
I I I |

) ¥ ) '
[DB archive é [ ng ”AmhweI PC

Siemens
ST-400

Fig. 3.3. The duplicated server connection on one server.
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3.4. Client access by means of the Web-interface. A place of the manager.

For visualization of data containing on a server, the good decision is to use the user WEB-interface (fig.
3.4). The given decision allows to use a standard WEB-browser at the client side and therefore is the most
flexible as it is not adhered to one platform, i.e. is multiplatform. However this decision has essential
imperfections: low productivity and reliability. In this connection it is recommended to use the given
method for visualization of noncritical data or data having a reserve highly reliable way of visualization.
For example, the good decision will be using of this method at the heads of plants where always exists
place(attendant position) with reliable way of visualization. The given configuration allows to carry out
following functions:

+ interrogation of a server for data acquisition of visualization and a configuration;
- visualization of data in a kind accessible to understanding;

- formation of protocols, reports;

- manipulation with parameters supposing change.

OpenSCADA: Server of acquisition [VCAEngme] i

and archiving

(webciq Web'l.-’ision]
WBIochDaIcISQueIFSAmhI Sockets Weh browser

[na|fﬂmm| éPC EPC

Siemens
S7-400

Fig. 3.4. Client access by means of the Web-interface. A place of the manager.

3.5. The automated workplace (place of the manager/operator).

For visualization of critical data, and also in case of if high quality and productivity is required, it is
possible to use visualization on the basis of OpenSCADA system configured with the GUI module (fig.
3.5). The given configuration allows to carry out following functions:

- interrogation of a server for updating current values;

- visualization of the interrogated data in a kind accessible to understanding;
« formation of protocols and reports;

- manipulation with parameters supposing changes.
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Fig. 3.5. The automated workplace (place of the manager/operator).
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3.6. Automated workplace with a server of acquisition and archiving on the single
machine (a place of the operator, model...).

The full-function client-server configuration on the single machine (fig. 3.6) can be used for increasing
of reliability of system as a whole by start of the client and a server in different processes. The given
configuration allows, without consequences for a server, to stop the client and to do with it various
preventive works. It is recommended for use at stations of the operator by installation of two machines
combining in itself the station of the operator and redundant server. The given configuration allows to carry
out following functions:

- interrogation of controllers;

+ service of client queries;

« visualization;

+ delivery of operating influences;

- generation of protocols and reports;

- secondary regulation;

- modeling, adjusting and additional calculations in computing controllers;

- acquisition and visualization of the information on a personal computer, a server....

OpenSCADA: Server of acquisition and
archiving

Logiclev SelfSystem

|CIF |BlockCale [FSAch MySQL] Sockets ||| OpenSCADA: (" Vision
' Y * AWP (Transporter{VCAEngine)

“ — ::”: — [ SelfSystem ]
Archive| DB = ¥ [BIGG#E a.l’cIM VS0 Ll Sockets J

PC (- '
Siemens
S7-400

Fig. 3.6. Automated workplace with a server of acquisition and archiving on the single machine (a place of
the operator, model...).
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3.7. The elementary mixed connection (model, demonstration, configurator...).

The mixed connection combines functions of a server and the client (fig. 3.7). It can be used for test,
demonstration functions, and also for granting models of technological processes as a unit. In this mode
following functions can be carried out:

- interrogation of controllers;

« service of client inquiries;

- visualization;

+ delivery of operating influences;

- generation of protocols and reports;

- secondary regulation;

- modeling, adjusting and supplementing calculations in computing controllers;

- acquisition and visualization of the current information on a personal computer, a server,
model...;

- a configuration of databases, connections, etc.

r' il
i"ﬂ

OpenSCADA: Tech-process model
BlockCal Vision
Javal ke Calc] SQL e FSArch|Socketd QTCfg[VCAENgine)

k) ¥

08 [awhive PC

Fig. 3.7. The elementary mixed connection (model, demonstration, configurator...).

OpenSCADA program description 37



3.8. The steady, allocated configuration.

The given configuration is one of variants of steady/reliable connection (fig. 3.8). Stability is reached by
distribution of functions on:
- to servers of interrogation;
- to the central server of archiving and service of client queries;
+ to clients: automated workplaces and WEB-clients.

-
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Fig. 3.8. The steady, allocated configuration.

The server of interrogation is configured on the basis of OpenSCADA system and represents the task
(group of tasks) engaged with interrogation of the controller (group of controllers of the same type). The
received values are accessible to the central server through any transport which support is added by
connection of the corresponding module of transport. For decrease in frequency of interrogation and size of
the network traffic the server of interrogation can be equipped with small archive of values. The
configuration of a server of interrogation is stored in one of accessible DB.

The central server of archiving and service of client queries carries out function of the centralized
acquisition and processing of parameters of servers of interrogation and their values. Access to servers of
interrogation is carried out by means of one of accessible in OpenSCADA transports+protocols (for
example it is SGA). For granting the uniform interface of access to parameters and controllers the module
Transporter which reflects data of servers of interrogation on structure of local parameters is used.

For performance of internal calculations and the additional analysis of parameters computing controllers
are used.

For versatile and deep archiving various modules of archives are used.

For access of clients to a server are used accessible for OpenSCADA network transports, for example it
is Sockets, and transport protocols, for an example it is the protocol OpenSCADA "SelfSystem".

The configuration of the central server is stored in one of accessible DB (for example it is network
DBMS MySQL).

For granting the user WEB-interface the module WebCfg by means of the transport protocol "HTTP" is
used.
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Various clients, among them automated workplaces and WEB-clients, are carried out on the separated
machines in necessary quantity. The automated workplace is realized on the basis of OpenSCADA system.
Its functions include interrogation of values of parameters from the central server and their visualization on
the GUI interface(s). For reception of parameters in an automated workplace the module of reflection of the
remote parameters Transporter, also, is used. For granting access to archives the module of archive of
network type can be used. The configuration of an automated workplace can be stored in one of accessible
DB (for example it is network DBMS MySQL, located on the machine of the central archiving server).
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4. Configuration and adjustment of the system.

As it can be seen in the section above, OpenSCADA allows configuration for execution in various roles.
Support of this possibility is provided by the developed mechanisms for configuration and storage of
configuration data. This section contains a description of these mechanisms, designed to demonstrate the
flexibility and diversity, thereby allowing to use OpenSCADA to 100%.

In describing the configuration mechanisms and methods of its storage in this section it will be focused
the description of system-wide mechanisms. Features of the configuration of modules of subsystems of
OpenSCADA are provided in their own module's documentation.

In OpenSCADA it is used the formalized approach to describing the configuration interfaces based on
XML. In fact, features of the component's configuration are provided by the component itself, thereby
running through the whole system, as the nervous system of the organism. In terms of OpenSCADA it is
called the interface of control of OpenSCADA (Control interface). On the basis of the control interface the
graphical interfaces of the user configuration are generated by means of modules of OpenSCADA. This
approach has the following important advantages:

Scalability. You can connect only the required configuration modules or use only the remote
mechanisms.

Excluding the need to update the configurators with the addition of new modules/functions, as
well as the exclusion of "swelling" of the configurator, providing the support for all of history of
now unnecessary and obsolete modules/functions.

Simplicity of the creation of the graphical interfaces of configuration on the different basis owing
to the clear formality.

The possibility of dynamic configuration is available, ie configuration can be performed directly
while the running of the system both locally and remotely, directly controlling the result.

The simple and special extensibility of the configuration interface by adding the configuration
fields on the control interface's description language only in the required components.

In OpenSCADA the three configuration modules on the different basis of visualization are provided.
Lets observe them and their configuration options:

Configuration module on the GUI library QT (http://gt.nokia.com/products) — ULQTCfg.
Provides an advanced configuration interface, allowing to operate as a local station and the remote
ones in the local and global networks, including secure connection.

Configuration module based on the dynamic WEB-technologies (DHTML) — ULWebCfgD.
Provides an advanced configuration interface, allowing to operate as a local server's station, and the
remote stations in the local and global networks, including work on the secure connection. Client
connection is provided through the usual Web-browser.

Configuration module based on the static WEB-technologies (XHTML) — UL WebCfg. Provides
an adequate configuration interface that allows to manage the local server's station via the usual
Web-browser.

Configuration values, changed in the configurators, as well as most of the data are stored in databases
(DB). Given the modularity of subsystems "DB", there can be different database. Moreover, there is the
possibility of storing different OpenSCADA parts in different databases of the same type and in the
database of different types as well.

In addition to the database configuration information may be contained in the OpenSCADA
configuration file, and passed through the command line parameter's when you call OpenSCADA. Saving
the configuration in the configuration file is carried out on an equal footing with the database. Standard
name of the OpenSCADA configuration file is /etc/oscada.xml. The format of the configuration file and
command line parameters we'll examine in the separate section.

Many of the settings and configuration objects OpenSCADA, which are executed or are already enabled,
are not applied immediately, as for changes, because the configuration is read/apply usually only when turn
on or start. Therefore to apply the changes, in such cases, it is enough to enable/disable enabled object or to
restart the running — start/stop.
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Further examining of the OpenSCADA configuration will be based on the interface of the configurator
UL.QTCfg, but the principles of work will be fully consistent with the rest of the configurators owing to the
generality in the control interface of OpenSCADA.

We will start examining with the configuration of system parameters of OpenSCADA, which is located
in the three tabs at the root page of the station:
Tab "Station" contains basic information and configuration field of the station, Fig.4a. Here are
the provided fields and comments on them:
« ID — contains information about the station's identifier. It is specified by the command
line parameter --Station. When loading it is sought the section in the configuration file
appropriate to the station identifier, and if not detected, it uses the first available one.

Station — indicates the localized station's name.

« Program — contains information on the program name. Usually it is OpenSCADA or
name of solution based on OpenSCADA.

« Version — contains the information on the current version of the programme.

« Host name — contains the information on the name of the machine that runs the station.

System user — contains the information about the user on whose behalf the program is
executed in the system (OS).

Operation system — contains the information about the name and version of operation
system, operation system kernel on which the program is executed.

« Frequency (MHZ) — contains the information about the frequency of the CPU, which
runs the program. The value of frequency is checked every 10 seconds and allows you to
monitor its change, for example, by the power management mechanisms.

Realtime clock resolution (msec) — contains information about the possibility or
resolution of real-time clock of the operation system. It allows you to orient with the
minimum interval of time of periodic tasks, for example, for task of data acquisition.

« Internal charset — contains information about the charset in which text messages are
stored within the program.

Config file — contains information about the configuration file used by the program. Set
by the command-line parameter --Config.

Work directory — indicates the working directory of the station. It is used in relative
addressing of the objects in the file system, for example, database files. It allows the user to
save the modified system data to another database. The value of this field is not stored in the
database, but can be changed only in the "WorkDB" section of the configuration file.

« lIcons directory — indicates the directory containing the program icons. If the
configuration navigation tree have no icons, then you have incorrectly entered the value of
this field.

«  Modules directory — indicates the directory of modules for OpenSCADA. If the value of
this field is incorrect, then when at start you will not see any graphical interface, but the only
information in the console on the correct running of the OpenSCADA kernel.

Work DB — indicates the working database (DB), namely, the database used to store
basic data of the program. Changing of this field notes all objects as modified that allows you
to save or to load station's data from the specified main database.

- Save system at exit — points to the need to save the changed data at finishing.

« Save system period — indicates the frequency in seconds with which to save the changed
station's data.

« Language — indicates the language of program's messages. Changing of this field is
acceptable, but leads to a change of messages' language only for the interface and dynamic
messages!

« Text variable's base language — 1is used to activate the support of multilingual text
variables by specifying a non-empty basic language. The value of the basic language is
selected from the list of bi-character language code, usually only the current and the base
language is in the list. Further for the text variables in the non basic language in the tables of
the database it will be created the separate columns. Under the text variables the all text
fields of configurator, which can be translated into another language are meant. Numbers and
other symbolic values are not in their number and are not translated.
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« Messages: — section of the parameters' group that are processing by the work and
messages of the stations:
+ Least level: — indicates the level of messages beginning from which they are to be
processed. Messages below this level will be ignored. It is necessary, for example, to
exclude from processing the debug messages of level 0.
« To syslog — indicates the need of sending the message to the system logger, the
mechanism of operation system for work with system messages and software. When
this option is enabled the possibility appears to manage and control the OpenSCADA
messages by the mechanisms of OS.
« To stdout — indicates the using as a standard mechanism to display the message
the output to the console. Disabling of this feature will eliminate the entire output in
the console, unless you specify the following parameter.
« To stderr — indicated the using as a standard mechanism to display the message
the error output, it is also usually sent to the console.
« To archive — indicated the need for output of the messages in the messages'
archive of OpenSCADA. This option is usually enabled and its disabling leads to the
actual disabling of the archiving at the station.
« Tab "Subsystems" tab contains the list of subsystems (Fig. 4b) and allows you to jump directly to
them using the context menu.
- Tab "Tasks" contains the table with opened tasks by OpenSCADA components (Fig.4c). From
table you can get several information about the tasks, and also set CPUs for tasks of multi-
processors systems.
- Tab "Help" tab contains the brief help for that page, Fig. 4d. In this case, it is the available
command line parameters and fields of configuration file for this page.

To modify the fields of this page it may be required the super user's rights. Get these rights you can by
means of including your user into the superuser's group "root", or by entering the station from the superuser
"root".

We must mention another one important point: the fields of the identifiers of all OpenSCADA objects
are unacceptable for direct editing, because they are keys for storage of objects' data in the database.
However, to change the object's identifier you can by the command of cutting and the further pasting of the
object (Cut-> Paste) in the configurator.
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While examining the configuration pages of modular subsystems there will be described the general for
all modules properties. However, it should be noted that each module can provide both: the additional tabs,
and separate fields for the configuration of their own functioning for the pages, objects of which are
inherited by modules. Information on the features and additions of modules can be found in separate
documentation for each of them.

4.1. "DB" subsystem

The subsystem is the modular one and contains a hierarchy of objects depicted in Figure 4.1a. To
configure the subsystem the root page of the subsystem "DB" containing the tabs "Modules" and "Help" is
provided. Tab "Modules" (Fig. 4.1b) contains the list of modules in subsystem "DB", available at the
station. Tab "Help" tab contains a brief help for this page.

To modify the page's fields of this subsystem it may be required the super user's rights or the inclusion of

your user to the "DB" group.
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Fig. 4.1a. The hierarchical structure of "DB" subsystem.
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Each module of the "DB" subsystem provides the configuration page with the following tabs: "DB" and
"Help". "DB" tab (Fig. 4.1c) contains the list of databases registered in the module and the flag of the sign
of full deleting of the database when making the delete command. In the context menu of the databases' list
the user is provided with an opportunity to add, delete and move to the desired database. The "Help" tab
contains information about the module of the "DB" subsystem (Fig.4.1d):

+  Module — module's identifier.

+  Name — module's name.

+  Type — module's type, subsystem's identifier, which contains the module.
+ Source — shared library — the source of the module.

+  Version — module's version.

+  Author — module's author.

+ Description — module's short description.

+ License — license agreement of module's distribution.
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Fig. 4.1c. "DB" tab of the module of "DB" subsystem.
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Each database contains its own configuration page with the tabs "Data base", "Tables" and "SQL", in
case SQL-requests support. Besides the basic operations you can copy the contents of the DB by means of
the standard function for the copying the objects in the configurator. The copying operation the DB contents
involves the copying of the original database to the destination database, and the contents of the destination
database is not cleared before the copy operation. Copying the contents of database is made only when the
both databases are enabled, otherwise it will run a simple copy of the object of the database.

Tab "Data base" (Fig.4.1e) contains the main configuration options of the DB as follows:

- Section "State" — contains the properties which characterize the DB status:
+ FEnable — DB status "Enable".
 Accessible tables — list of tables that are in the database. Context menu of the property
gives the opportunity to physically remove the tables from the database.
 Load system from this DB — command to make load from this database. Can be used
when transferring data in the database between stations. For example, you can save the
section of one station in the export database, physically to move the DB to another station
and connect it in this subsystem, and call this command.

Section "Config" — contains the following configuration fields:
« ID — contains the information on the DB identifier.
Name — specifies the DB name.

« Description — short description of the DB and it's appointment.
« Address — DB address in the specific for the database type (module) in the format.
Format Description of the DB address recording format is usually available in the tooltip for
this field.

Code page — indicates the code page, in which the text values of database are stored and
provided. The value of the code page of database in conjunction with the internal code page
of the station is used for clear transcoding of the text message while exchange between the
station and the database.

« To enable — indicates the state "Enable", in which to set the DB when start.

Tab "Tables" (Fig.4.1f) contains the list of the opened pages. In normal mode of the program operation
this tab is empty, because after the completion of working with tables the program closes them. The
presence of opened tables tells that the program is now working with tables or tables are opened by the user
to examine their contents. In the context menu of list of opened tables you can open the table for study (the
command "Add"), close the opened page (the command "Delete") and proceed to examination of the
contents of the table.

Tab "SQL" (Fig.4.1g) allow only for data bases which support SQL-requests, and contains field to
request enter, button to request send and table to result. To control the request transaction context provided
by separate configuration field.
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